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Utilizando o New-AzFrontDoorCdnRuleSsIProtocolConditionObject no PowerShell

Title: Using New-AzFrontDoorCdnRuleSsIProtocolConditionObject in PowerShell for Windows

Introduction: In this article, we will explore the usage of the New-
AzFrontDoorCdnRuleSsIProtocolConditionObject cmdlet in PowerShell for Windows. This cmdlet
allows us to define SSL protocol conditions for Azure Front Door CDN rules, providing more control
over the security of our applications and websites.

Importance: SSL protocol conditions are essential for enforcing secure communication between
clients and servers. By utilizing the New-AzFrontDoorCdnRuleSslIProtocolConditionObject, we can
define specific SSL protocols that are allowed or denied for incoming requests. This ensures that only
secure and approved protocols are utilized, reducing the risk of vulnerabilities and unauthorized
access.

Examples: To illustrate the usage of the New-AzFrontDoorCdnRuleSsIProtocolConditionObject, let's
consider a scenario where we want to allow only TLS 1.2 and TLS 1.3 protocols for our Front Door
CDN rules.

1. Install the Azure PowerShell module if not already installed:

I nstal | - Modul e - Nanme Az - Al |l owCl obber -Scope Current User

2. Connect to your Azure account:

Connect - AzAccount

3. Define the SSL protocol condition object:

$ssl Prot ocol Condi ti on = New AzFr ont Door CdnRul eSsl Pr ot ocol Condi t i onCbj
ect -M nProtocol Version TLSv1l 2 - MaxProtocol Version TLSvl 3

4. Create a new Front Door CDN rule using the SSL protocol condition:

$rul e = New AzFront Door CdnRul e - Nane "M/CDNRul e" - Front Door Nanme " MyFr
ont Door" - MatchVari abl e Request Protocol -Operator Equal -MtchVal ue "
https" -ActionType Redirect -RedirectType Myved -RedirectProtocol Htt
ps - RedirectCustonPath "/redirected" -RedirectQeryString Fal se -Enab
| edSt at e Enabl ed - Ssl Prot ocol Condi ti on $ssl Protocol Condition

In the above example, we create a new Front Door CDN rule named "MyCDNRule" and specify the
SSL protocol condition using the New-AzFrontDoorCdnRuleSsIProtocolConditionObject. We set the
minimum protocol version to TLS 1.2 and the maximum protocol version to TLS 1.3. This ensures
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that only requests using these protocols will be allowed for the rule.

Alternatives: If you are not using the Windows environment, you can still utilize Azure Front Door
CDN and define SSL protocol conditions using other methods. One alternative is to use the Azure
CLI, which provides similar functionalities to PowerShell. The equivalent command in Azure CLI for
creating a Front Door CDN rule with SSL protocol conditions would be:

az network front-door cdn-rule create --name MyCDNRul e --front-door-nanme M

yFront Door --match-vari abl e Request Protocol --operator Equal --match-val ue
"https" --action-type Redirect --redirect-type Myved --redirect-protocol
Hitps --redirect-custompath "/redirected" --redirect-query-string Fal se -

-enabl ed- st ate Enabl ed --ssl-protocol -versions "TLSvl 2, TLSvl 3"

Conclusion: By utilizing the New-AzFrontDoorCdnRuleSslIProtocolConditionObject in PowerShell for
Windows, we can easily define SSL protocol conditions for Azure Front Door CDN rules. This
enables us to enforce secure communication by allowing or denying specific SSL protocols.
Understanding and implementing SSL protocol conditions is crucial for maintaining the security and
integrity of our applications and websites.
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