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How to Configure and Use the Application Firewall with socketfilterfw on macOS

In the macOS environment, "socketfilterfw" is a command-line tool used to manage the Application
Firewall. The Application Firewall is an essential security feature that helps control incoming network
connections to your Mac. It is designed to prevent unauthorized applications, services, and
processes from accepting incoming connections, thereby enhancing the security of your system.

Understanding how to configure and use "socketfilterfw" is crucial for system administrators and
users who want to ensure their macOS systems are secure from unwanted network access. This
article will guide you through the process of using "socketfilterfw" to manage the Application Firewall,
providing practical examples and commands to help you get started.

Examples:

1. Checking the Status of the Application Firewall: To check whether the Application Firewall
is enabled or disabled, you can use the following command:

sudo /usr/libexec/ApplicationFirewall/socketfilterfw --getglobalstate

This command will return the current status of the firewall, indicating whether it is enabled or
disabled.

2. Enabling the Application Firewall: To enable the Application Firewall, use the following
command:

sudo /usr/libexec/ApplicationFirewall/socketfilterfw --setglobalstate
 on

This command will turn on the firewall, providing an additional layer of security for your
macOS system.

3. Disabling the Application Firewall: If you need to disable the Application Firewall for any
reason, you can do so with this command:

sudo /usr/libexec/ApplicationFirewall/socketfilterfw --setglobalstate
 off

Disabling the firewall should be done with caution, as it reduces the security of your system.
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4. Adding an Application to the Firewall: To allow a specific application to accept incoming

connections, you can add it to the firewall's list of allowed applications:

sudo /usr/libexec/ApplicationFirewall/socketfilterfw --add /path/to/a
pplication

Replace /path/to/application with the actual path to the application you want to allow.

5. Removing an Application from the Firewall: If you need to remove an application from the
list of allowed applications, use the following command:

sudo /usr/libexec/ApplicationFirewall/socketfilterfw --remove /path/t
o/application

This will prevent the specified application from accepting incoming connections.

6. Checking the List of Allowed Applications: To view the current list of applications that are
allowed to accept incoming connections, use this command:

sudo /usr/libexec/ApplicationFirewall/socketfilterfw --listapps

This command will display all applications that have been added to the firewall's allow list.
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