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How to Capture Network Packets on Linux

Capturing network packets is a crucial skill for network administrators, security professionals, and
systems engineers. It allows you to monitor and analyze network traffic, troubleshoot network issues,
and detect potential security threats. In the Linux environment, packet capturing can be efficiently
performed using tools like tcpdump and Wireshark. This article will guide you through the process of
capturing network packets on a Linux system, providing practical examples and commands to get
you started.

Examples:

1. Using tcpdump:

tcpdump is a powerful command-line packet analyzer. It allows you to capture and display
packets being transmitted or received over a network.

Basic Packet Capture: To capture packets on a specific network interface, use the
following command:

sudo tcpdump -i eth0

This command will capture all packets on the eth0 interface.

Saving Captured Packets to a File: To save the captured packets to a file for later
analysis, use the -w option:

sudo tcpdump -i eth0 -w capture.pcap

This will save the captured packets to capture.pcap.

Reading Captured Packets from a File: To read packets from a previously saved
file, use the -r option:

sudo tcpdump -r capture.pcap

Filtering Packets: You can filter packets by various criteria, such as host, port, or
protocol. For example, to capture only HTTP traffic, use:

sudo tcpdump -i eth0 port 80
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2. Using Wireshark:

Wireshark is a graphical network protocol analyzer that allows for more detailed analysis of
captured packets.

Installing Wireshark: To install Wireshark on a Debian-based system, use:

sudo apt-get install wireshark

Capturing Packets with Wireshark: Launch Wireshark from the terminal:

sudo wireshark

Select the network interface you want to capture from and click "Start".

Analyzing Packets: Wireshark provides a detailed view of each packet, including
protocol information, source and destination addresses, and payload data. You can
apply filters to focus on specific traffic, such as:

http

This filter will display only HTTP traffic.
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